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Active Countermeasures Research
Vulnerability scanning

As the first few hours of the 2001 Code Red outbreak turned into days
of heartbreaking work for system administrators who fought to confine
the worm, a group of researchers at HP Labs Bristol were frustrated.

Why were some infected systems continuing to blast packets on to the
network resulting in further infection2 After all, their network addresses
were plain to see and they clearly had a known vulnerability. Code Red’s
mechanisms were well understood. Why not use the same vulnerability to
regain control of the infected systems and fix the problem?

While some researchers worked out how to do that, others talked with the
administrators in HP’s IT Operations group. They knew about the infected
systems but they couldn’t find them. Perhaps some of the systems were lost on
racks in machine rooms, others hidden under the desks of people on holiday.
If Labs’ researchers had a way of stopping those machines without causing
trouble on the network they were welcome to try, Corporate IT said.

The first prototype effort was targeted at the rogue machines that couldn’t be
found. This technology used the Code Red vulnerability to locate and access
most of the systems at risk and shut down the troublesome worm. Labs and
IT continued to work together to develop and extend the prototype. Soon,
they were able to check the entire HP network (which now spans two class
A IP networks) in less than half a day, identify the systems with known hot
vulnerabilities, and deliver a management payload to those systems. The
technology is called Active Countermeasures, a name that reflects HP’s view
that a reactive approach fo network security is no longer sufficient in the
light of a rising tide of incidents and an ever-increasing threat velocity — the
diminishing time between vulnerability discovery and attack deployment.

HP IT has used Active Countermeasures to protect HP’s network since 2002
and this proactive approach to worm suppression has proved its worth, most
notably by isolating HP’s network from the effects of the Bugbear and MS-
Blast outbreaks in 2003 and the Sasser worm in 2004.

Now the Bristol researchers are building on the success of the original system
and developing a second generation of Active Countermeasures, that can
scan remote access devices for vulnerabilities before they are allowed on to
the company intranet.

Active Countermeasures has a number of features beneficial to large
enterprise networks:

Speed and efficiency: Careful design combined with knowledge of the
network means that Active Countermeasures can cover several million IP
addresses in less than half a day without significant load on the network.

Precision and control: Security administrators can program Active
Countermeasures to focus on, or ignore, particular addresses or address
blocks. This allows administrators to avoid business-critical servers or sensitive
process-control systems, to make more frequent scans of addresses allocated
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Sherry Ryan, HP Director of
Information Security, says,

"HP Labs' corporate immune system
technologies transformed debilitating
attacks that caused widespread
interruption at other companies into
localized annoyances at HP.

This secures our Adaptive Enterprise.

This is HP invent at its best".

to mobile or hot-desk users, or follow-up scans of systems previously identified
as vulnerable.

Payload delivery: Payloads can be crafted and chosen according to need
and urgency. The payload used on a first scan for a vulnerability usually tells
a system’s user of the problem and to install a fix within a couple of days.
Stronger payloads — for instance, to shut down or patch a system — are only
used in urgent cases.

Support for business decisions: Security administrators can balance business
needs against the perceived risk and urgency of threats. For example, does
the threat of a particular worm justify patching and rebooting every system in
a busy call centre in the middle of a working day? Active Countermeasures is
designed to be flexible enough to satisty business demands while also being
complementary to security procedures and tools that are already in use.

A problem shared is a problem solved

One way Active Countermeasures achieves its speed is by spreading the
workload across a number of machines throughout the network. These can be
dedicated systems or machines recruited for a particular run.

The distribution mechanisms are similar to several popular networked
computing projects such as SETI@home and the RSA cypher challenges.

A scanning system obtains instructions and a block of addresses to work
through from a coordinator system and checks them at its own pace. It then
reports back to the coordinator and obtains another block to work on.

Work is normally given to systems based in part on where they are
geographically and on the network, making it possible to account for the
local time of day, to minimise long-haul scanning and fo take advantage of
knowledge of the network architecture.

What goes into a payload?

Active Countermeasures uses a direct method to test whether or not a system
has a given vulnerability: it tries to exploit the vulnerability to break in to the
system. Success is a clear indication of a vulnerability and there are few false
positives.

The code for each vulnerability usually has to be custom-made. There are
two approaches. First, the public notifications of vulnerabilities published by
services such as BugTraq often carry usable example code. Second, when a
worm appears without advance warning, capturing and studying an example
of the worm can also yield the necessary code.

Having gained access to a vulnerable machine, the scanning system usually
fetches the remedial part of the payload from an operations server. This is
generally simpler and more efficient than sending the remedial part with the
exploit code.

There is a spectrum of remedial actions that security administrators can direct
Active Countermeasures to take.These range from mild, such as informing

the user of the problem and asking them to install an appropriate patch; to
extreme, such as halting a vulnerable service or system and preventing it from
restarting without manual intervention.

Technology in action

HP has deployed Active Countermeasures in its world-wide network of
more than 240,000 machines and is now working with select customers to
understand how to package the technology and integrate it with enterprise
security products before making it widely available.
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In the meantime, the HP Labs Bristol researchers have devised a system that
scans remote devices before they can join HP’s intranet through a VPN
(Virtual Private Network). This includes machines joining HP's intranet
wirelessly or from a remote location such as an employee’s home or a hotel
room. The aim is to check computers that are not permanently on the network,
machines that may have been missed by the periodic scan because they were
disconnected.

After being authorised to use the intranet, machines are placed on a ‘grey
network’ and then scanned for vulnerabilities. Company policy will determine
what happens to devices that have a vulnerability and need patching: they
could be rejected outright, or they could be given limited access to the
infrastructure — perhaps enough to read email through the Web — until they
are patched.



